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THE PRESENTATION IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE

PRESENTATION OR THE USE OR OTHER DEALINGS IN THE PRESENTATION. #
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NIZK Proof?

e Non-Interactive Zero-knowledge Proof
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Zero-knowledge Proof?
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Zero-knowledge Proof?
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Zero-knowledge Proof?
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Zero-knowledge Proof
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Principles of ZKP

& AP0l /O OF & LICtH Prover & Verifier
Completeness

Soundness
Zero-knowledgeness(ZKness)



Principles of ZKP
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Real-world Example
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Real-world Example




Real-world Example: 3-coloring of a Graph
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ZKP to the Rescue
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Real-world Example: 3-coloring of a Graph
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Real-world Example: 3-coloring of a Graph
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Real-world Example: 3-coloring of a Graph
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Analogy

e —=:Prover
e Lt: Verifier
e Secret: =& L2 3- coloring
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Let’'s Show Three Principles of ZKP
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Let's Show Three Principles of ZKP
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Simulator Argument
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Simulator Argument
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ZKness Proved
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ZKness Proved
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Is It Contradictory?
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Time Machine Exists (in terms of...)
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Time Machine Exists (in terms of...)
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Interactive ZK to Noninteractive ZK
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Fiat-Shamir Heuristic
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Fiat-Shamir Heuristic
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NIZK of 3-coloring of a Graph
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NIZK of 3-coloring of a Graph
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NIZK of 3-coloring of a Graph
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Wrap-up
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o ZK Proofs
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Bulletproof
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zk-SNARKs

e NIZKE=EZ=Z S0 )Y REE
o zk: Zero-knowledge
o S: Succinct
o N: Noninteractive
o ARKs: Argument of Knowledge

e Zcash, zkSync, MINA, etc.
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Parameter Generation of Zcash

https://z.cash/technology/paramgen/
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https://z.cash/technology/paramgen/

Parameter Generation of Zcash
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Parameter Generation of Zcash
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https://z.cash/technology/paramgen/

zk-STARKs
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Comparison of NIZK Algorithms

Comparison of the most popular zkp systems

SNARKs STARKs Bulletproofs
Algorithmic complexity: prover O(N * log(N)) O(N * poly-log(N)) O(N * log(N))
Algorithmic complexity: verifier O(poly-log(N)) (O](\))

Communication complexity (proof
O | “l N
o (poly-log(N))

- size estimate for 1 TX Tx: 200 bytes, Key: 50 MB 45 kB 1.5 kb
- size estimate for 10.000 TX Tx: 200 bytes, Key: 500 GB 135 kb 2.5 kb

Ethereum/EVM verification gas ~2.5M (estimate, no
~600k (Groth16) _ N/A
cost impl.)

Trusted setup required? YES & NO & NO &
Post-quantum secure N[N~ -) YES & NO &

DLP + secure bilinear Collision resistant Discrete log

pairing & hashes & ®

Crypto assumptions




Comparison of NIZK Algorithms

- SNARKs

- (has trusted setup)

' STARKs

Bulletproofs

Proof Size

288 bytes

~1.3KB

Prover Time

| 2.38

Verification

Time

10ms

16ms




Wrap-up
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Zcash

e Bitcoin fork
e t-Address(public), z-Address(private)

o t-to-t: Public transaction #
o z-to-z: Private transaction(sender, receiver, amount 25 H| S i) #
o t-to-z: Shielding #
o  z-to-t: Deshielding #
e Computation — Arithmetic Circuit - R1CS — QAP — zk-SNARK


https://blockchair.com/zcash/transaction/e10d50d127c55db1714af2b420d146c474c2787f95e0cabb5fe8a3879562b770
https://blockchair.com/zcash/transaction/35f6674a1691f21aff6a3819467dbba82aaebf061d50c6ac55f39fbeae73b9a6
https://blockchair.com/zcash/transaction/de1d78ee310ba2c9fbeb13881f431fdc8b55aa5f79e61dd3c294177401878f11
https://blockchair.com/zcash/transaction/218f5cee4aa8d3469ea0e4cd49fc0b5b60e3d53fcff9392384a2c137fc48ea45

Zcash (shielded tx)

e UTXO AN Commitmentct ) EHE Hi 2
e UTXO 48| — Nullifier= MNl4&H0| &2}

® Commitment = H (RecipientAddr, Amount, p, r) where r is random nonce
o Rho: UTXOUO}ICH JtKl= 1178t gt

® Nullifier = H (SpendingKey, p)



Zcash (shielded tx)

e UTXO AN Commitmentct ) EHE Hi 2
e UTXO 48| — Nullifier= MNl4&H0| &2}

® Commitment = H (RecipientAddr, Amount, p, ) where r is random nonce
o Rho: UTXOOtCH JtKl= U=t gt
® Nullifier = H (SpendingKey, )
o zk-SNARKsZ [}S2 =9(5t5 LH22 o 201 Ha Z=/ oo =}
=

o Input note=2| JtX| & 1t output note=2| JtX| &0| =L &
o Sender= input note= 2| spending keyE JtAl 11 U S(=senderJt input noteS= A =0l
OIQ)

o Input note=0| 7 & & (=notel}Cl valid commitmentIt AL Nl SIHEAS)
o  Nullifier2t Commitment=0| E &3] H&HE.

o NullifierS0l J1= NullifierSt ES8 82 RAIE £ S 52 &S
J
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zk-Rollup
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zk-Rollup
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o RadE= HE N &37? zk-SNARKS
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e Ex: zkSync(zk-SNARKS), Loopring(zk-SNARKS), Starkware(zk-STARKS)



& 11: Optimistic Rollup
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Mina Protocol

e SuccinctnessE 2ot Z %%
o ZS=ANO MXE HEELZ B JFXIOHCE zk-SNARKs =2 &9

o ex: Bitcoinlil Al 25 1-2-3-4E = A EHE =ACHH

o Given 1, 2is valid(1-2), 2-3, 3-4= zk-SNARKsZ &Y

o (1-2)-(2-3), (2-3)-(3-4)Z zk-SNARKsZ =¥

o ..BI= DH(IC”OH otLI2| zk-SNARKs S22 2 & ™2

o YIHXIZ=: 20 0ld™ M ES0ICE D& Ml 20|82 SYH S BH=0l0F oA
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Mina Protocol

e SNARK-based Dapp(Snapp)
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Mina Protocol — etc.

o Z14&I A A: Ouroboros Samasika
e Block Producer2t &I 2 SNARKs Producer = EJ} 2 R
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Wrap-up
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